
 
 

 

 

ABB INTEGRA Niagara Framework is Not Exposed to the Apache log4j 

Vulnerability 

 

 

Summary 

 

The INTEGRA Niagara Framework and INTEGRA Niagara Enterprise Security have been 

evaluated for the Apache Log4j2 Vulnerability, see the CISA Alert. All supported versions of the 

INTEGRA Niagara Framework® and INTEGRA Niagara Enterprise Security are unaffected by this 

vulnerability. To ensure the security robustness of their assets, customers should immediately 

investigate whether any modules developed by external or third-party vendors are installed in 

their stations. If so, please contact those organizations to see if those modules are affected 

and develop a remediation plan if necessary. 

 

Cybersecurity is a priority at ABB. We are dedicated to continuously improving the security of 

our products, and we will continue to update you as we release new security features, 

enhancements, and updates. 

DISCLAIMERS  

• CUSTOMERS ARE RESPONSIBLE FOR ASSESSING THE IMPACT OF ANY ACTUAL OR POTENTIAL 
SECURITY VULNERABILITY. 

• YOUR USE OF THE INFORMATION IN THIS DOCUMENT OR MATERIALS LINKED FROM THIS 

DOCUMENT IS AT YOUR OWN RISK. 
• TRIDIUM RESERVES THE RIGHT TO CHANGE OR UPDATE THIS DOCUMENT AT ANY TIME AND 

WITHOUT NOTICE. 
• IN NO EVENT WILL TRIDIUM BE LIABLE TO ANYONE FOR ANY DIRECT, INDIRECT. SPECIAL, OR 

CONSEQUENTIAL DAMAGES. 

 

https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fgo3.tridium.com%2FODA4LVNHTS0yNzEAAAGBVFqHBaFoa5uQW4hEJFXMnN4QVHxuvW6OIAPR3HtIEiluJwaf-eGjOVxMDw7ZrajB3IclVo8%3D&data=04%7C01%7Cjulie.petrone%40us.abb.com%7C2c59350a03dd4b41ce8408d9be7336d6%7C372ee9e09ce04033a64ac07073a91ecd%7C0%7C0%7C637750224323188699%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=k0d92hwEj9Czmxd6buPjsy7GXTlKHMsr4oiGP2ceRGE%3D&reserved=0

